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Abstract

We present a unified mathematical framework for analyzing cryptographic security as a
function of time, topology, computational complexity, and information-theoretic limits. The
conventional treatment of encryption security as a binary state—secure or broken—fails to
capture the temporal dynamics introduced by the prospect of future quantum cryptanal-
ysis, the geometric structure underlying lattice-based cryptography, and the fundamental
distinction between computational and information-theoretic security.

We formalize the Harvest-Now-Decrypt-Later (HNDL) threat model, incorporate em-
pirical evidence from disclosed signals intelligence operations, and derive conditions under
which prophylactic post-quantum measures become decision-theoretically mandatory. We
integrate perspectives from information theory (Shannon), theoretical physics (Greene), en-
gineering skepticism (Gutmann), topological mathematics (Witten), and ethical responsi-
bility under uncertainty (Hellman) to construct a comprehensive uncertainty framework.
This reveals that the transition to post-quantum cryptography is not merely a computa-
tional imperative, but a multidisciplinary necessity spanning information theory, physics,
engineering, mathematics, and ethics.

Shannon’s work establishes the theoretical limit: only information-theoretically secure
systems are immune to HNDL. Everything else is a compromise with time. Hellman’s
perspective on responsible action under uncertainty legitimizes preparation even absent cer-
tainty. Under Al-accelerated research trajectories—modeled as variance inflation rather
than point estimates—the window for cryptographic transition may be substantially shorter
than conventional analysis suggests.

Note: This analysis is descriptive, not prescriptive. We characterize HNDL as an ad-
versarial threat model to inform defensive posture, not to endorse or enable surveillance
practices.

1 Introduction

The security of cryptographic systems has traditionally been analyzed in a static framework:
a cipher is either computationally secure against known attacks or it is not. This binary con-
ception, while useful for immediate threat assessment, proves inadequate when confronting
adversaries capable of temporal arbitrage—the collection of encrypted data for future decryp-
tion.

Let £ denote an encryption scheme and A; denote the class of adversaries available at time
t. The conventional security definition requires:

Pr[A; breaks &] < e(n) (1)



for negligible € and security parameter n. However, for persistent data, the relevant quantity is:

Pr U{As breaks £} (2)

s>t

which may be substantial even when the instantaneous probability is negligible.

Shannon’s foundational work (1949) distinguishes between computational and information-
theoretic security. Only the latter is immune to future adversaries regardless of their computa-
tional power. This distinction is central to understanding HNDL: computational security is a
bet against time; information-theoretic security transcends it.

This paper develops the mathematical structure necessary to analyze temporally-extended
security properties, drawing on insights from information theory (Shannon), physics (Greene),
engineering skepticism (Gutmann), topological mathematics (Witten), ethical responsibility
(Hellman), and the empirical record established by Snowden.

2 Preliminaries and Threat Model

2.1 The HNDL Attack Structure

Definition 2.1 (Harvest-Now-Decrypt-Later Attack). An HNDL attack is a tuple (C, mh, 74, A)
where:

e C is a corpus of encrypted communications captured at time T,
o 74 > T3, is the decryption time
e A is an adversary with capabilities A(tyq) unavailable at 1,

The attack succeeds if the information value V' (C, 74) > 0, i.e., the decrypted content retains
utility at the time of decryption.

Proposition 2.2 (HNDL Viability Condition). An HNDL attack is viable against encryption
scheme & if and only if:

EITd : [566(5, A(Td)) = O] A [V(Ca Td) > Cstomge(Td - Th)] (3)
where Csiorage denotes the cost of maintaining the encrypted corpus.

For modern storage economics, Csiorage — 0, rendering the second condition trivially satisfied
for any non-zero residual value.

2.2 Quantum Threat Formalization

Let Q(t) denote the probability that a cryptographically-relevant quantum computer (CRQC)
exists at time ¢t. Shor’s algorithm provides:

Theorem 2.3 (Shor, 1994). Given a CRQC with O(n3) gates and O(n) logical qubits, integer
factorization and discrete logarithm problems can be solved in polynomial time.

This implies RSA, ECDSA, and Diffie-Hellman become insecure under Q(¢) = 1. Current
expert estimates exhibit high variance:

very low t < 2030
Q(t) = < highly uncertain 2030 < t <2050 (4)
distribution-dependent ¢ > 2050

These estimates carry substantial uncertainty and assume human-paced research trajecto-
ries. We address Al-driven variance inflation in Section 7.



2.3 The Canonical Past and Information Causality (Greene)

Following Greene’s treatment in The Fabric of the Cosmos, we frame cryptographic security in
terms of information causality:

Definition 2.4 (Cryptographic Light Cone). For ciphertext C captured at spacetime point
(z,7h), the cryptographic light cone L(C) consists of all future spacetime points where decryption
becomes possible:

L(C)={(y,t): t >, A(t) can decrypt C} (5)

Unlike physical light cones, cryptographic light cones may undergo sudden expansion when
new computational capabilities emerge. The advent of CRQC would instantaneously extend
L(C) to encompass all classical ciphertext ever captured.

Remark 2.5 (The Blockchain as Canonical Foliation). In general relativity, there is no univer-
sal “now”—simultaneity is observer-dependent. However, a blockchain’s consensus algorithm
imposes a canonical global ordering on events, creating a synthetic “preferred foliation” of
spacetime. This construct, akin to a global Cauchy surface, defines a definitive past that is
agreed upon by all participants.

FEvery transaction committed to this surface is forever bathed in the future light cone of
any adversary who captured it at 1y, awaiting only the technological capability to decrypt. The
blockchain creates what we term a “frozen now”—a permanent record immune to the usual
entropic decay of information value.

3 The Shannon Limit: Security Beyond Time

Claude Shannon’s 1949 paper “Communication Theory of Secrecy Systems” established the
foundational distinction that governs all cryptographic security analysis: the difference between
computational security and information-theoretic (or perfect) security.

3.1 Perfect Secrecy: The Only HNDL-Immune Condition

Definition 3.1 (Perfect Secrecy, Shannon 1949). An encryption scheme £ achieves perfect
secrecy if and only if, for all messages M and ciphertexts C':

Pr[M | C] = Pr[M] (6)
That is, observing the ciphertext provides zero information about the plaintext.

Theorem 3.2 (Shannon’s Impossibility Result). Perfect secrecy requires:
H(K) = H(M) (7)
where H(-) denotes Shannon entropy. The key must be at least as long as the message.

Corollary 3.3 (The One-Time Pad as Unique Solution). The one-time pad (OTP)—a random
key of equal length to the message, used exactly once—is the only encryption scheme that
achieves perfect secrecy with equality.

3.2 Information-Theoretic vs. Computational Security

Proposition 3.4 (The Shannon Dichotomy). All encryption schemes fall into exactly one of
two categories:

1. Information-theoretically secure: Security holds against adversaries with unbounded
computational resources. HNDL 1is impossible regardless of future capabilities.



2. Computationally secure: Security holds only against adversaries with bounded compu-
tational resources. HNDL becomes possible when bounds are exceeded.

Theorem 3.5 (Shannon’s HNDL Immunity Criterion). An encryption scheme £ is immune to
HNDL attacks if and only if it achieves perfect secrecy. All computationally-secure schemes—
including all post-quantum candidates—are vulnerable to HNDL given sufficient future capabil-
1ty.

3.3 Why Blockchains Cannot Use Perfect Secrecy

Remark 3.6 (Practical Impossibility of OTP for Persistent Systems). Blockchains and persis-
tent ledgers cannot employ one-time pads because:

1. Key distribution: Requires secure channel of bandwidth equal to all future messages
2. Key storage: Must store keys equal in size to all encrypted data

3. Key agreement: Decentralized systems cannot establish pairwise OTP keys

4. Public verifiability: OTP provides no mechanism for public verification

Corollary 3.7 (The Fundamental Compromise). All practical cryptographic systems—including
post-quantum constructions—represent a compromaise with time. They bet that computational
barriers will persist longer than information value. Shannon’s theorem proves this bet cannot be
eliminated, only optimized.

This establishes the theoretical bedrock: we are not seeking perfect security (impossible for
practical systems), but rather mazimizing the temporal horizon before computational security
fails.

4 Empirical Evidence: The Snowden Disclosures

The 2013 disclosures by E. Snowden transformed HNDL from theoretical concern to documented
operational doctrine. We formalize the relevant findings.
4.1 Confirmed Collection Programs

Theorem 4.1 (Snowden, 2013—Empirical). The following propositions have documentary ev-
idence:

1. UPSTREAM/PRISM: Encrypted traffic is collected at backbone scale
2. BULLRUN: $250M annual budget allocated to defeating encryption

3. LONGHAUL: Encrypted data is stored for future cryptanalysis

4. Dual_ EC_DRBG: NIST standards have been successfully subverted

Corollary 4.2 (HNDL is Operational Doctrine). For any encrypted communication traversing
backbone-observable infrastructure or broadcast publicly (e.g., blockchain transactions):

Pr[Adversary possesses C] ~ 1 (8)

This transforms our security analysis. We no longer ask “might an adversary collect this
data?” but rather “given the adversary has collected this data, when can they decrypt it?”

4.2 The Dual EC_DRBG Precedent

Remark 4.3 (Standards Subversion). The confirmed backdoor in NIST SP 800-90A (2006-
2014) establishes that:



1. Standardization processes can be compromised
2. Compromise may persist for years before detection
3. The same organization (NIST) conducted the post-quantum competition

This does not imply compromise of the PQC process, which involved unprecedented public
scrutiny and international participation. Nevertheless, it establishes a non-zero prior on such
compromise that prudent risk analysis cannot dismiss.

5 The Gutmann Objection: Engineering Skepticism Formalized

P. Gutmann has argued persuasively that quantum cryptanalysis concerns are overstated.
Rather than dismissing this position, we formalize it within our framework and identify its
domain of validity.

5.1 Gutmann’s Thesis

Conjecture 5.1 (Gutmann, 2019). The engineering requirements for CRQC are so severe that:

2

lim Q(t) =0 9)

t—o00

or at minimum, the timeline exceeds practical planning horizons.
Supporting arguments:

e Current QC: ~ 102 noisy physical qubits

e Required for RSA-2048: ~ 108 error-corrected logical qubits
e Error correction overhead: 102-10% physical per logical

e “20 years away” predictions have persisted for 30+ years

5.2 Probabilistic Engineering Model

We formalize Gutmann’s objections into a quantitative framework rather than treating CRQC
feasibility as binary:

Definition 5.2 (Engineering Feasibility Distribution). Let F(t) be the cumulative distribution
function for CRQC realization:

F(t) = Pr[CRQC exists by time t] (10)

Gutmann’s position corresponds to asserting F'(t) has a very heavy right tail, possibly with
limy_, oo F(t) < 1 (fundamental impossibility).

Proposition 5.3 (Thermodynamic and Noise-Threshold Bounds). The engineering feasibility
of CRQC is constrained by:

1. Coherence time: 7. < 1/T (cryogenic requirements)
2. Error threshold: pyate < Dinreshold = 10~ for surface codes
3. Scaling: Physical qubits required o n? - log®(1/¢€) for n-bit factoring

These constraints define an “engineering moat” that Gutmann correctly identifies.



5.3 Counter-Argument: Al as Variance Inflator and Landscape Navigator

The “engineering moat” can be formalized as a search problem in a parameter space with
dimensionality > 10% (qubit control parameters, material properties, error correction schemes,
fabrication tolerances). Human progress corresponds to slow, local gradient descent in highly
localized basins.

Theorem 5.4 (Al Engineering Acceleration—Empirical). Al systems have demonstrated the
ability to perform global optimization in high-dimensional, non-convex landscapes at superhuman
speed:

1. AlphaFold (2020): Protein folding—50-year problem solved via learned energy landscape
navigation

2. Google TPU (2022): Chip placement via reinforcement learning, matching human ez-
perts in hours vs. months

3. GNoME (2023): 2.2 million new crystal structures discovered via generative models

4. Evolved Antennas: NASA /industry designs exceeding human intuition through genetic
algorithms

Remark 5.5 (Al as Variance Inflator, Not Oracle). We do not claim Al provides precise
timeline predictions. Rather, Al acceleration increases variance and compresses the upper
tail of F(t):
VarlTcroc | Al) > Var[Tcrge | human-only (11)
and
Pr[Tcrgce < to | ALl > Pr[Tcrgce < to | human-only) (12)

for any fixed ty. Worst-case outcomes become more probable earlier, even if medians remain
unchanged.

Techniques like Differentiable Neural Architecture Search (DNAS) and Generative
Flow Networks can perform Monte Carlo tree search across the entire feasible engineering
space, discovering radically novel designs. The “moat” is not a wall; it is a vast, rugged terrain
that Al can map and traverse orders of magnitude faster than human intuition allows.

5.4 Evaluation: Domain of Validity
Proposition 5.6 (Gutmann’s Validity Domain). Gutmann’s analysis is correct for:

Tsecreey < Inf{t : F\(t) > 6} — Thow (13)
where Tsecreey 15 the required secrecy duration and 6 is an acceptable breach probability.

For ephemeral session keys, Tgecrecy ~ 0, and Gutmann’s position is unassailable.
For blockchain transactions, Tsecrecy — 00 (immutable ledger), and the analysis inverts.

Theorem 5.7 (Insufficiency of Gutmann’s Position for Persistent Data). For any information
system with persistence horizon T':

T>sup{t: F(t) <1} —¢ (14)

the Gutmann objection provides no security guarantee, regardless of its validity for finite hori-
Z0NS.

6 The Witten Perspective: Topological Foundations of Lattice
Security
E. Witten’s contributions to mathematical physics—particularly topological quantum field the-

ory (TQFT), Chern-Simons theory, and geometric invariants—provide a deeper framework for
understanding the security of post-quantum cryptography.



6.1 Lattice Problems as Geometric Objects

The hardness assumptions underlying post-quantum cryptography (Kyber, Dilithium) reduce
to geometric problems on lattices:

Definition 6.1 (Lattice Hard Problems). 1. SVP (Shortest Vector Problem): Find v € L
minimizing ||v||
2. LWE (Learning With Errors): Distinguish (A, As + e) from uniform
3. Module-LWE: LWE over module lattices (structured efficiency)

Proposition 6.2 (Geometric Hardness Intuition). The hardness of SVP and LWE derives
from the geometric rigidity of high-dimensional lattices. In Witten’s framework, this can be
viewed as related to topological invariance—the lattice structure is preserved under continuous
deformations (basis changes), yet finding short vectors requires “jumping” between topologically
distinct regions of the search space.

6.2 BQP-Completeness and Topological Invariants

Remark 6.3 (Witten’s Topological Invariants and Quantum Complexity). In Witten’s work
on Chern-Simons theory, topological invariants (such as the Jones polynomial) are computed
via path integrals over gauge connections. The Freedman-Kitaev-Wang theorem established
that computing topological invariants of 3-manifolds (like Turaev-Viro invariants) is BQP-
complete—as hard as any problem efficiently solvable by a quantum computer.

Conjecture 6.4 (Topological Hardness of Lattice Problems). The y-Approximate Shortest
Vector Problem (y-SVP) on certain families of algebraic lattices may be polynomially reducible
to a BQP-complete topological problem. If true, this would provide a complexity-theoretic “seal”
for lattice cryptography: breaking it would require a universal quantum computer capable of
solving any problem in BQP.

More formally, we conjecture:

v-SVP <, Turaev-Viro(M)  for some manifold family M (15)

However, the converse—a proof of quantum resistance—remains elusive. The reduction, if
it exists, shows only that lattice problems are at least as hard as BQP-complete problems, not
that quantum computers cannot solve them.

Witten’s caution applies: The same mathematical richness that may protect lattice
cryptography may also harbor undiscovered vulnerabilities.

6.3 The Absence of Proof

Theorem 6.5 (Fundamental Uncertainty—Mathematical Residual Risk). Unlike the factoring
problem (where Shor’s algorithm is proven efficient for quantum computers), we have:

1. No proof that lattice problems are hard for quantum computers
2. No proof that lattice problems are hard even for classical computers (beyond P # NP)
3. No proof that current lattice-based constructions are optimally secure

Corollary 6.6 (Mathematical Residual Risk). FEven with perfect engineering (no implemen-
tation flaws) and infinite CRQC timelines, lattice cryptography carries mathematical risk—the
possibility that a polynomial-time algorithm (quantum or classical) exists but remains undiscov-
ered.

In Witten’s idiom: we are building cryptographic castles on mathematical foundations whose
bedrock depth we cannot verify. As Shamir’s career repeatedly demonstrates, cryptosystems
often fail not where expected, but where no one was looking.



7 The AI Factor: Variance Inflation and Timeline Uncertainty

Contemporary estimates of quantum computing timelines assume research progresses at histori-
cal human-driven rates. The emergence of artificial intelligence capable of accelerating scientific
discovery fundamentally changes the variance structure of these estimates.

7.1 Al in Scientific Discovery: Demonstrated Capabilities

Theorem 7.1 (Empirical—AT Scientific Acceleration). The following Al-driven achievements
compress research timelines by orders of magnitude:

AlphaFold (2020): 50-year protein folding problem effectively solved

Google TPU (2022): Chip design matching human experts in hours vs. months
NVIDIA cuLitho (2023): J0x acceleration in computational lithography

GNoME (2023): 2.2 million new crystal structures—equivalent to 800 years of human
research

Tt e~

7.2 Quantum Computing as an Al-Tractable Optimization Problem

Proposition 7.2 (QC Development Decomposition). CRQC development requires solving op-
timization problems across domains where Al has demonstrated superhuman performance:

1. Qubit materials: Crystal structure optimization (GNoME-tractable)
2. Error correction: Code design and decoding (ML-tractable)

3. Control systems: Pulse optimization (RL-tractable)

4. Fabrication: Lithography and layout (cuLitho, TP U-tractable)

7.3 Modeling AI Acceleration as Variance Inflation

Let Ty denote the random variable for time-to-CRQC under human-only research, and T4;
under Al-accelerated research.

Definition 7.3 (AI Acceleration Factor). Define the acceleration factor a(t) > 1 such that:

aTn

Tur (16)

where « is itself a random variable reflecting uncertainty in Al progress.

Proposition 7.4 (Variance Inflation). Al acceleration increases variance and shifts probability
mass toward earlier outcomes:

E[Ta1] < E[TH] (17)
Var(Tar) > Var(Ty) (for heavy-tailed o) (18)

The key effect is not a precise timeline prediction, but increased uncertainty with asym-
metric tail risk.

7.4 The AGI Discontinuity as Tail Risk

Definition 7.5 (AGI Discontinuity). An AGI discontinuity occurs if artificial general intelli-
gence achieves recursive self-improvement in scientific capability, leading to:

lim «(t) = very large (19)

+
t=taar

i.e., rapid (from human perspective) solution of remaining engineering challenges.



We make no claim about the probability of AGI. We note only that:

1. Major Al laboratories explicitly target AGI development
2. If AGI occurs, CRQC timelines collapse to near-term
3. This constitutes a tail risk that cannot be dismissed

7.5 Implications for Cryptographic Planning

Theorem 7.6 (AI-Adjusted Security Horizon). Under AI acceleration, the effective security
planning horizon must account for:

Toafe = Inf{t : Pr[Tar < t| > dacceptable} (20)

For any non-trivial 6 geceptapie (€-9., 0.1), Al variance inflation implies Tyofe may be substantially
shorter than median expert estimates suggest.

8 The Hellman Principle: Responsibility Under Uncertainty

Martin Hellman, co-inventor of public-key cryptography, has articulated a principle that directly
addresses the question of when to act under cryptographic uncertainty.
8.1 Hellman’s Thesis on Precautionary Action

Axiom 8.1 (Hellman’s Responsibility Principle). When facing asymmetric risks under uncer-
tainty:

1. Waiting for certainty is itself a decision—and often the wrong one
2. The cost of preparation is bounded; the cost of failure may be unbounded
3. Cryptographers bear responsibility for foreseeable but uncertain threats

Hellman explicitly argued this in the context of nuclear risk, but the structure applies directly
to HNDL:

“If someone had warned the operators of Chernobyl that a certain design flaw could
cause a meltdown, and they ignored it because ‘the probability is too low,” we would
not excuse them.”

The same logic applies to cryptographic systems protecting persistent data.

8.2 The Ethical Legitimacy of Acting Without Certainty

Theorem 8.2 (Hellman’s Legitimacy Criterion). Action to prevent catastrophic but uncertain
harm is ethically legitimate when:

Pr{harm] - Magnitude(harm) > Cost(prevention) (21)

even if Pr[harm] is imprecisely known.
For HNDL against persistent systems:

e Magnitude(harm): Total exposure of all historical transactions
e Cost(prevention): Post-quantum migration effort
e The inequality holds for any non-negligible probability

Corollary 8.3 (Ethical Mandate for Migration). Under Hellman’s principle, failing to migrate
to post-quantum cryptography for persistent systems constitutes negligent risk acceptance,
not prudent skepticism.



8.3 The Diffie-Hellman Legacy: Foresight Vindicated

Remark 8.4 (Historical Precedent). Diffie and Hellman’s 1976 paper proposed public-key cryp-
tography before anyone knew how to build it securely. They acted on the recognition that the
threat model (key distribution) demanded a solution, even absent certainty about feasibility.
RSA was published one year later. The foresight was vindicated.
The parallel to post-quantum cryptography is exact: we recognize the threat (CRQC), propose
solutions (lattice-based crypto), and must decide whether to act before certainty arrives.

9 The Uncertainty Framework

Synthesizing Shannon, Greene, Gutmann, Witten, and Hellman, we propose a comprehensive
uncertainty framework for cryptographic security.

9.1 Five Axes of Uncertainty

Axiom 9.1 (The Cryptographic Pentad). The defender of cryptographic systems faces five
wrreducible uncertainties:

1. Shannon’s Information-Theoretic Limit (Ur): Is perfect secrecy achievable?

e For practical systems: No
e All computational security is a compromise with time

2. Gutmann’s Engineering Uncertainty (Ug): Can CRQC be built?

e The engineering gap is vast but may be Al-traversable
e Modeled by heavy-tailed distribution F(t)

3. Greene’s Temporal Uncertainty (Ur): When will it matter?

e Information value decays for ephemeral secrets
e Immutable ledgers preserve value indefinitely
e For blockchains: Ur = oo (no temporal escape)

4. Witten’s Mathematical Uncertainty (Uys): Will the math hold?

e Lattice hardness is unproven
e Deep mathematics often shelters deeper surprises

5. Hellman’s Ethical Uncertainty (U,): When must we act?

o Waiting for certainty is itself a choice
o Asymmetric risks mandate precautionary action

9.2 Formal Framework Collapse

Theorem 9.2 (Framework Collapse under AI, Immutability, and Responsibility). Let U, Ug,
Ur, Un, U, represent uncertainties along each axis.
For immutable blockchain systems with Al acceleration:

Uy establishes the theoretical impossibility of perfect defense
Ug is compressed by Al variance inflation

Ur diverges to infinity (no temporal escape)

Unr remains irreducible (mathematical risk)

U, resolves in favor of action (Hellman’s principle)

10



The defender’s position collapses to:
Optimal action = Migrate now, accepting residual Upy (22)

Corollary 9.3 (Rational Action under the Pentad). Under the five-axis framework, rational
action requires:

Accept Shannon’s limit: perfect security is impossible

Discount Gutmann’s objection for persistent data: timeline uncertainty favors preparation
Acknowledge Greene’s frozen now: there is no temporal escape for blockchains

Accept Witten’s mathematical risk: but prefer unproven defense over proven vulnerability
Embrace Hellman’s responsibility: act without certainty when stakes are asymmetric

Grds fo do =

10 Decision-Theoretic Analysis
We now derive the rational response under uncertainty, incorporating all five axes.

10.1 The Asymmetric Payoff Matrix

Let 6 € {0, 1} indicate whether CRQC is eventually realized, and let a € {prepare, wait} denote
our action.

0 =0 (No CRQC ever) 6 =1 (CRQC realized)

a = wait 0 — L (catastrophic loss)
a = prepare —c (migration cost) 0

Theorem 10.1 (Preparation Dominance). For L > ¢ and any prior m = Pr[d = 1] > ¢/L, the
action a = prepare is decision-theoretically dominant.

Proof. Expected utility of waiting: E[U | wait] = —7L

Expected utility of preparing: E[U | prepare] = —c

Preparing dominates iff ¢ < 7L, i.e., m > ¢/L.

For L/c ~ 10° (typical ratio of breach cost to transition cost for financial systems), any
7 > 107% justifies preparation. ]

10.2 Compound Risk Assessment

For globally broadcast, immutable systems (blockchains):

Pr[adversary possesses ciphertext] ~ 1 (Snowden: public broadcast) (23)
Pr[CRQC in planning horizon | AI] = non-negligible (variance-inflated) (24)
Pr[value persists to decryption] ~ 1 (Greene: immutability) (25)

The compound probability of successful HNDL attack exceeds any reasonable threshold ¢/ L
for critical systems.

11 Implications for Distributed Ledger Systems
Blockchain systems present the worst-case scenario for HNDL:

1. Immutability: Tyecrecy = 00 by design
2. Public broadcast: Pr[adversary possesses C|] = 1
3. Financial value: V(C,74) > 0 for all 74

11



4. Identity linkage: Transaction graph analysis compounds exposure

Corollary 11.1 (Blockchain HNDL Vulnerability). Any blockchain using classical cryptography
satisfies, for non-migrated funds using key-exposing constructions:

Prltotal privacy loss | CRQC realized] ~ 1 (26)

The question is not whether but when.

12 Recommended Cryptographic Approach

Given the five-axis analysis above, we recommend:

12.1 Hybrid Classical-Postquantum Construction

Definition 12.1 (Defense in Depth). Combine primitives such that security requires breaking
both:
Security = Sec(Classical) V Sec(Post-Quantum) (27)

Concrete instantiation:

Symmetric: XChaCha20-Poly1305 (256-bit, 128-bit post-quantum security)
Key encapsulation: ML-KEM (Kyber-1024, lattice-based)

Signatures: ML-DSA (Dilithium-5, lattice-based)

Key derivation: BLAKE3 (hash-based, quantum-resistant)

12.2 Acknowledging the Shannon Limit

Remark 12.2 (The Irreducible Compromise). Per Shannon’s theorem, this hybrid construction
1s not information-theoretically secure. It remains vulnerable to HNDL given sufficient future
capability. We accept this compromise because:

1. Perfect secrecy is practically impossible for blockchains
2. Post-quantum security maximaizes the temporal horizon
3. Any finite security is better than known vulnerability

12.3 Acknowledging Residual Uncertainty (Witten’s Caution)

Remark 12.3 (Epistemic Humility). The lattice problems underlying ML-KEM and ML-DSA
(LWE, Module-LWE) are believed hard for quantum computers. However:

1. We lack proof of hardness
2. Nowel quantum algorithms could change the landscape
3. The Dual EC_DRBG precedent suggests standards may be compromised

As Witten’s work suggests, lattice cryptography may be protected by deep geometric invariants—
or those same structures may harbor undiscovered vulnerabilities.

The appropriate stance is not certainty but rather: this is the best available response to an
wrreducibly uncertain threat.

12



13 Philosophical Epilogue
We conclude with a reflection on the six perspectives we have integrated:

Shannon establishes the bedrock: perfect security requires keys as long as messages.
Everything else is a compromise with time. HNDL exploits this compromise.

Greene reminds us that time is not a backdrop but a participant. For immutable
ledgers, there is no temporal escape—data frozen on a canonical Cauchy surface
awaits future decryption indefinitely.

Gutmann warns us that not all that is possible is practicable. The engineering chasm
is real—but Al may navigate it faster than human intuition predicts.

Witten shows us that deep mathematics often shelters deeper surprises. We build
on foundations whose depth we cannot verify.

Hellman demands that we act responsibly under uncertainty. Waiting for proof is
itself a choice—often the wrong one when stakes are asymmetric.

Snowden proves the adversary is already harvesting. The theoretical threat is oper-
ational reality.

Theorem 13.1 (Final Synthesis). The cryptographer operates under a pentad of uncertainties:
information-theoretic limits, engineering feasibility, temporal persistence, mathematical assur-
ance, and ethical responsibility. Shannon defines the ceiling we cannot breach. Al compresses
engineering timelines. Immutability amplifies temporal exposure. Witten’s absence of proof
sustains mathematical risk. Hellman’s principle demands action regardless.

The synthesis points in one direction: migrate now.

The harvest began years ago. The variance on decryption timelines is larger than we as-
sumed. Shannon proved we cannot escape time forever; we can only maximize the horizon. The
only responsible action is to adopt post-quantum cryptography now—not because we know when
quantum computers will arrive, but because we cannot afford the consequences of being wrong.

“The temporal structure of cryptographic security is not static—it is a dynamical system subject to phase
transitions we cannot predict. Shannon showed us the ceiling; Hellman showed us the responsibility;
Snowden showed us the adversary. Act accordingly.”

Acknowledgments. This work integrates perspectives from C. Shannon (information-theoretic limits),
B. Greene (temporal cosmology), P. Gutmann (engineering skepticism), E. Witten (topological founda-
tions), M. Hellman (ethical responsibility under uncertainty), and the documentary record established
by E. Snowden. The synthesis of these viewpoints—foundational, physical, skeptical, mathematical,
ethical, and empirical—produces, we believe, the most defensible position available to cryptographic
practitioners.

Ethical Note. This analysis characterizes HNDL as an adversarial threat model to inform defensive
cryptographic posture. Nothing in this work should be construed as endorsing surveillance, mass collec-
tion, or exploitation of harvested data.
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