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This analysis addresses existential risks to global cryptographic infrastructure. The
convergence of AI-accelerated research, quantum hardware advances, and documented

adversarial harvesting programs creates conditions analogous to pre-fault geological stress
accumulation. The question is not whether current cryptographic foundations will fail, but

when—and whether defensive migration will complete before that moment.

“The quantum computer will be to the
digital computer what the digital
computer was to the abacus. And we
are perhaps 5 to 15 years away from
that transition.”

— Michio Kaku, 2024

“We’re not building a better
computer. We’re building a
fundamentally different kind of
machine that operates according to the
actual laws of physics.”

— David Deutsch, Founder of
Quantum Computing

Abstract

We present an updated and substantially expanded framework for analyzing crypto-
graphic security as a function of time, computational complexity, and the unprecedented
variable of AI-accelerated scientific discovery. Version 1.0 of this analysis established the
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theoretical foundations integrating Shannon, Greene, Gutmann, Witten, and Hellman. Ver-
sion 2.0 incorporates the dramatic acceleration observed in quantum hardware development
(2023–2025), explicit timelines from leading quantum computing practitioners, and a formal
model of AI as a variance compressor on technological development curves.

The conventional treatment of quantum computing timelines—“20 years away, and al-
ways will be”—has collapsed under empirical pressure. Google’s Willow processor (De-
cember 2024) demonstrated error-corrected logical qubits with below-threshold error rates.
IBM’s roadmap targets 100,000+ qubits by 2033. PsiQuantum claims fault-tolerant million-
qubit systems by the late 2020s. These are not theoretical projections; they are engineering
schedules backed by billions in capital deployment.

We formalize the concept of AI as landscape navigator—the demonstrated ability of
machine learning systems to traverse high-dimensional optimization spaces orders of mag-
nitude faster than human intuition. AlphaFold solved the 50-year protein folding problem.
GNoME discovered 2.2 million new materials in months. NVIDIA’s Rubin architecture will
deliver exascale AI compute to accelerate precisely these quantum engineering challenges.

The synthesis of these factors—documented harvesting programs, AI-compressed time-
lines, aggressive industry roadmaps, and the mathematical certainty that computational
security is a bet against time—produces a stark conclusion: the window for crypto-
graphic migration is substantially shorter than previously estimated, and may
be measured in years rather than decades.

Shannon’s limit remains absolute: only information-theoretically secure systems are im-
mune to harvest-now-decrypt-later. Everything else is a race against time. We are losing
that race faster than we knew.

Contents

1 Introduction: The Infrastructure Moment 3

2 The Quantum Optimist Consensus 3
2.1 Foundational Voices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
2.2 Industry Leadership Timelines . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
2.3 The Seth Lloyd Perspective: Universe as Quantum Computer . . . . . . . . . . . 5
2.4 Synthesis: The Optimist Consensus . . . . . . . . . . . . . . . . . . . . . . . . . . 5

3 The Google Willow Inflection 5

4 Shannon’s Limit Revisited: The Immutable Ceiling 6

5 AI as Landscape Navigator: The Variance Compression Model 6
5.1 The High-Dimensional Optimization Framing . . . . . . . . . . . . . . . . . . . . 6
5.2 Application to Quantum Hardware Development . . . . . . . . . . . . . . . . . . 7
5.3 NVIDIA Rubin and Exascale AI Infrastructure . . . . . . . . . . . . . . . . . . . 7
5.4 Formal Model: AI as Variance Compressor . . . . . . . . . . . . . . . . . . . . . 8
5.5 The AGI Discontinuity as Extreme Tail Risk . . . . . . . . . . . . . . . . . . . . 8

6 The Snowden Baseline: Adversarial Capability is Real 9

7 The Gutmann Objection Revisited 9

8 The Witten Perspective: Mathematical Uncertainty 10

9 The Hellman Imperative: Ethics of Action Under Uncertainty 10

2



10 Decision-Theoretic Analysis 11
10.1 The Asymmetric Payoff Matrix . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
10.2 Compound Risk Assessment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

11 Implications for Distributed Ledger Systems 11

12 Recommended Cryptographic Architecture 11
12.1 Hybrid Classical-Postquantum Construction . . . . . . . . . . . . . . . . . . . . . 11
12.2 Acknowledging Residual Risk . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

13 Conclusion: The Inflection Point is Now 12

3



1 Introduction: The Infrastructure Moment

“This is not a gradual transition.
This is a phase change. When
fault-tolerant quantum computing
arrives, it arrives everywhere at
once.”

— Jack Hidary, CEO of SandboxAQ

In November 2024, NVIDIA announced the Rubin architecture—the successor to Blackwell—
representing the next generation of AI infrastructure capable of exascale computation. The
announcement was not merely a product launch; it was a declaration that AI compute has be-
come critical infrastructure on par with power grids and telecommunications. Nations and
corporations that fail to deploy this infrastructure will find themselves at decisive disadvantage.

We argue that cryptographic infrastructure faces an analogous inflection point, but with
a crucial asymmetry: while AI infrastructure can be deployed incrementally, cryptographic
migration must complete before adversarial capability arrives. There is no “catching
up” after the fact. Data encrypted today with RSA-2048 or ECDSA-P256 and harvested by
adversaries will be retroactively exposed the moment a cryptographically-relevant quantum
computer (CRQC) comes online.

This paper develops the mathematical and decision-theoretic framework for understanding
this inflection point. We integrate:

1. Theoretical foundations (Shannon, Deutsch) establishing the limits of computational
security

2. Physical intuition (Greene, Kaku) framing cryptographic exposure in spacetime terms
3. Engineering skepticism (Gutmann) modeling the genuine difficulty of quantum hard-

ware
4. Industry timelines (Simmons, O’Brien, Rigetti, Baumhof) providing empirical con-

straints
5. AI acceleration models (Kurzweil, empirical) quantifying timeline compression
6. Mathematical foundations (Witten, Lloyd) analyzing post-quantum hardness assump-

tions
7. Ethical frameworks (Hellman) legitimizing action under uncertainty
8. Empirical adversary models (Snowden) documenting operational harvesting

The conclusion is uncomfortable but unavoidable: the rational response is immedi-
ate migration to post-quantum cryptography, regardless of remaining uncertainty about
precise timelines.

2 The Quantum Optimist Consensus

Unlike version 1.0, which primarily addressed skeptical positions, we now confront the growing
consensus among leading researchers and practitioners that fault-tolerant quantum computing
is an engineering problem with a visible solution path, not a speculative possibility.

2.1 Foundational Voices

Definition 2.1 (The Quantum Optimist Position). The quantum optimist position holds that:

1. Fault-tolerant quantum computers will be built
2. The timeline is measured in years to decades, not centuries
3. For specific problems (factoring, discrete log, simulation), speedups are exponential
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4. This constitutes a phase transition in computational capability

Observation 2.2 (David Deutsch—Founding Father). Deutsch, who established the theoretical
foundations of quantum computing in the 1980s, argues that quantum computers are not merely
faster—they access fundamentally different computational resources by exploiting the multiverse
structure of quantum mechanics. In his framework, a quantum computer performs computa-
tions across exponentially many parallel universes simultaneously. The question of “whether”
quantum computing works is settled; only “when” remains.

“Quantum computation is... the first technology that allows useful tasks to be per-
formed in collaboration between parallel universes.”

Observation 2.3 (Michio Kaku—Public Intellectual). Kaku, theoretical physicist and futurist,
has consistently positioned quantum computing as the next major technological revolution:

“Quantum computers will eventually break the Internet as we know it... Every finan-
cial transaction, every military secret, every piece of intellectual property encrypted
with current methods will be exposed.”

His timeline estimates of 5–15 years align with industry roadmaps and represent the public-
facing consensus of the physics community.

Observation 2.4 (Ray Kurzweil—Technological Forecasting). Kurzweil, whose predictions
have demonstrated remarkable accuracy over decades, integrates quantum computing into his
broader “Law of Accelerating Returns.” He predicts quantum computing will mature alongside
AI to produce recursive acceleration:

“By the late 2020s, quantum computers will be solving problems that would take
classical computers longer than the age of the universe.”

Critically, Kurzweil’s framework suggests that AI itself will accelerate quantum computer development—
a feedback loop we formalize in Section 5.

2.2 Industry Leadership Timelines

The most significant development since version 1.0 is the emergence of concrete, funded,
engineering-backed timelines from major quantum computing companies.

Theorem 2.5 (Industry Timeline Consensus—Empirical). The following organizations have
published roadmaps targeting fault-tolerant quantum computing:

Organization Target Timeline

IBM 100,000+ qubits 2033
Google Below-threshold error rates Achieved Dec 2024
PsiQuantum Million-qubit fault-tolerant Late 2020s
Quantinuum Logical qubit scaling 2028–2030
Silicon Quantum Computing Useful QC Late 2020s
IonQ Broad quantum advantage 2028

Observation 2.6 (Michelle Simmons—Silicon Approach). Simmons, CEO of Silicon Quan-
tum Computing and pioneer in atomic-scale manufacturing, represents the “slow and steady”
approach using silicon-based qubits. Even her conservative estimates place useful quantum com-
puting “within the 2020s.” Her work on atomically-precise placement of phosphorus donors in
silicon has demonstrated 99.9% gate fidelities.
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Observation 2.7 (Jeremy O’Brien—The Engineering Framing). O’Brien, CEO of PsiQuantum
(one of the most well-funded quantum startups), has been notably aggressive:

“We will build a fault-tolerant, million-qubit quantum computer by the mid-to-late
2020s. This is an engineering challenge, not a scientific one. The science is done.”

PsiQuantum’s photonic approach leverages existing semiconductor manufacturing infrastruc-
ture, supporting their engineering-centric framing.

Observation 2.8 (Andreas Baumhof—Quantinuum’s Trajectory). Baumhof, CTO of Quantin-
uum (formed from Honeywell Quantum Solutions and Cambridge Quantum), provides perhaps
the most technically detailed public roadmaps. Quantinuum has demonstrated the highest two-
qubit gate fidelities in the industry (>99.9%) and published clear scaling trajectories toward fault
tolerance.

“We’re not talking about whether fault-tolerant quantum computing is possible. We’re
talking about the engineering path to get there. And that path is now clear.”

2.3 The Seth Lloyd Perspective: Universe as Quantum Computer

Observation 2.9 (Seth Lloyd—Theoretical Foundations). Lloyd, MIT professor who coined the
term “quantum supremacy,” provides the deepest theoretical grounding for quantum optimism:

“The universe itself is a quantum computer. Quantum computers are not doing
something unnatural—they are harnessing the computational capacity that nature
has been using for 13.8 billion years.”

In Lloyd’s framework, the question is not whether quantum computation is possible but whether
we can engineer access to it. The laws of physics guarantee the underlying capability; only
engineering limits our exploitation of it.

2.4 Synthesis: The Optimist Consensus

Theorem 2.10 (Optimist Consensus Timeline). Aggregating across leading quantum computing
voices, the consensus timeline for cryptographically-relevant quantum computing is:

TCRQC ∈ [2030, 2040] (median estimate) (1)

with significant probability mass in the late 2020s to early 2030s range.
Critically, this consensus has shifted earlier over the past five years, not later. Each

major hardware demonstration (Google’s quantum supremacy 2019, error correction milestones
2023–2024) has validated the optimist trajectory.

3 The Google Willow Inflection

In December 2024, Google’s Quantum AI team announced Willow, a processor that achieved
two milestones previously thought to be years away:

Theorem 3.1 (Google Willow Results—December 2024). 1. Below-threshold error cor-
rection: For the first time, increasing the number of physical qubits in an error-correcting
code reduced the logical error rate, demonstrating the viability of scaling to arbitrary pre-
cision.

2. Random circuit sampling: Willow completed a computation in under 5 minutes that
would take the world’s fastest supercomputer 1025 years.
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Corollary 3.2 (The Threshold Crossing). The below-threshold error correction result is not
incremental progress—it is a phase transition in the technological trajectory. Prior to this
result, it remained theoretically possible that error correction overhead would grow faster than
physical qubit counts, making fault tolerance impossible in practice.

The Willow result closes this theoretical escape hatch. The path to fault-tolerant quantum
computing is now a matter of scale, not principle.

Remark 3.3 (Implications for Timeline Estimates). The below-threshold demonstration inval-
idates pessimistic scenarios predicated on fundamental error correction barriers. Revising our
timeline distribution:

F (t | Willow) > F (t | pre-Willow) ∀ t (2)

The probability of CRQC by any given date has increased following the Willow results.

4 Shannon’s Limit Revisited: The Immutable Ceiling

Before proceeding to AI acceleration models, we reaffirm the theoretical foundation established
by Claude Shannon in 1949.

Theorem 4.1 (Shannon’s Perfect Secrecy Criterion). An encryption scheme achieves perfect
secrecy if and only if:

H(K) ≥ H(M) (3)

The key must be at least as long as the message. Only the one-time pad achieves this with
equality.

Corollary 4.2 (The Fundamental Constraint). All practical cryptographic systems—including
all post-quantum candidates—are computationally secure, not information-theoretically se-
cure. They represent a bet that computational barriers will persist longer than information
value.

HNDL exploits this bet. An adversary who harvests ciphertext today wins the bet the moment
computational barriers fall.

Remark 4.3 (Why Shannon Matters for Version 2.0). The quantum optimist consensus does
not change Shannon’s limit—it changes the timeline on which that limit becomes relevant. If
CRQC arrives in 2035 rather than 2055, data encrypted today has 20 fewer years of protection.

For persistent systems (blockchains, long-term archives), this compression is existential.

5 AI as Landscape Navigator: The Variance Compression Model

The most significant update in Version 2.0 is the formal treatment of artificial intelligence as a
variance compressor on technological development timelines.

5.1 The High-Dimensional Optimization Framing

Definition 5.1 (Technological Development as Search). The development of any complex tech-
nology (quantum computers, new materials, chip designs) can be framed as search in a high-
dimensional parameter space:

θ∗ = argmin
θ∈Θ

L(θ) (4)

where Θ is the space of all possible designs, L is a loss function (error rate, cost, time to failure),
and |Θ| is typically > 10100 for complex engineering problems.
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Human engineering corresponds to local gradient descent guided by intuition, theory,
and incremental experiment. Progress is slow because humans can explore only a tiny fraction
of Θ.

Theorem 5.2 (AI as Global Optimizer—Empirical). Modern AI systems have demonstrated
the ability to perform global optimization in spaces previously navigable only locally:

1. AlphaFold (2020): Protein folding—search space of ∼ 10300 conformations, solved via
learned energy landscape navigation. 50-year problem effectively closed.

2. GNoME (2023): Materials discovery—2.2 million new stable crystal structures identi-
fied, equivalent to 800 years of human research at historical rates.

3. NVIDIA cuLitho (2023): Computational lithography—40× acceleration in semicon-
ductor mask optimization, enabling 2nm process nodes.

4. Google TPU placement (2022): Chip floorplanning via reinforcement learning, match-
ing months of human expert work in hours.

5. Evolved Antennas (NASA, 2006–present): Genetic algorithms producing antenna
designs exceeding human intuition, deployed on actual spacecraft.

5.2 Application to Quantum Hardware Development

Proposition 5.3 (CRQC Development Decomposition). Building a cryptographically-relevant
quantum computer requires solving optimization problems across multiple domains:

Domain Challenge AI Tractability

Materials Qubit substrate optimization GNoME-class
Fabrication Lithography, placement cuLitho-class
Control Pulse sequences, calibration RL-tractable
Error correction Code design, decoding ML-tractable
Architecture Qubit connectivity, routing TPU-placement-class

Each subdomain is amenable to AI acceleration. The integration of AI across all domains
produces compound acceleration.

5.3 NVIDIA Rubin and Exascale AI Infrastructure

Observation 5.4 (The Rubin Announcement). NVIDIA’s Rubin architecture (announced late
2024, shipping 2026–2027) represents a step-function increase in available AI compute:

� HBM4 memory with >1.5 TB/s bandwidth per GPU
� NVLink 6 enabling 1.8 TB/s GPU-to-GPU communication
� Vera Rubin CPU with next-generation Grace architecture
� Designed explicitly for exascale AI workloads

Corollary 5.5 (Infrastructure for Acceleration). The Rubin architecture will enable:

1. Training of larger foundation models for scientific discovery
2. Real-time simulation of quantum systems for hardware optimization
3. Automated exploration of quantum error correction codes
4. Materials discovery at GNoME-exceeding scale

This infrastructure does not directly build quantum computers, but it accelerates the AI sys-
tems that will navigate the design space.
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5.4 Formal Model: AI as Variance Compressor

Let TH be the random variable representing time-to-CRQC under human-only research, and
TAI under AI-accelerated research.

Definition 5.6 (Variance Compression). AI acceleration is modeled as:

TAI =
TH

α
(5)

where α ≥ 1 is itself a random variable (the acceleration factor).

Theorem 5.7 (Tail Probability Shift). Under AI acceleration:

E[TAI ] < E[TH ] (6)

Pr[TAI < t0] > Pr[TH < t0] ∀ t0 (7)

The probability of CRQC by any fixed date is higher under AI acceleration.

Proposition 5.8 (Variance Inflation on the Lower Tail). Critically, AI acceleration does not
uniformly scale the distribution. It compresses the upper tail (long timelines become less
likely) while inflating the lower tail (early breakthroughs become more likely):

Var(TAI) > Var(TH) for heavy-tailed α (8)

This is because AI occasionally produces discontinuous advances (AlphaFold, GNoME) that
jump across optimization barriers.

5.5 The AGI Discontinuity as Extreme Tail Risk

Definition 5.9 (AGI Discontinuity Scenario). An AGI discontinuity occurs if artificial general
intelligence achieves recursive self-improvement in scientific capability:

lim
t→t+AGI

α(t) → very large (9)

Under this scenario, remaining engineering challenges could be solved on timescales of months
rather than years.

We make no claim about AGI probability. We note only:

1. Major AI laboratories (OpenAI, Anthropic, Google DeepMind) explicitly target AGI
2. If AGI occurs, CRQC timelines collapse to near-term
3. This is a tail risk that responsible planning cannot dismiss

Remark 5.10 (Kurzweil’s Singularity Framing). Ray Kurzweil’s “Singularity” prediction—
roughly 2045 for AGI—places CRQC well within the planning horizon for any persistent crypto-
graphic system. If Kurzweil is correct about AGI, he is necessarily correct about CRQC following
shortly thereafter.

Even if Kurzweil is wrong by 20 years, the implications for cryptographic planning are iden-
tical.
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6 The Snowden Baseline: Adversarial Capability is Real

Theorem 6.1 (Operational HNDL—Snowden 2013). The following propositions have docu-
mentary evidence:

1. UPSTREAM/PRISM: Encrypted traffic is collected at Internet backbone scale
2. BULLRUN: $250M+ annual budget allocated to defeating encryption
3. LONGHAUL: Encrypted data is stored specifically for future cryptanalysis
4. Dual EC DRBG: NIST cryptographic standards were successfully subverted

Corollary 6.2 (The Adversary is Patient). The existence of LONGHAUL proves that sophis-
ticated adversaries:

1. Anticipate future cryptanalytic capability
2. Are willing to store data for decades
3. Have infrastructure to do so at scale

Remark 6.3 (Post-2013 Developments). Since the Snowden disclosures:

1. Storage costs have fallen 10× (making harvesting cheaper)
2. Nation-state quantum programs have expanded dramatically
3. Five Eyes nations have invested billions in quantum research
4. China’s quantum program has achieved significant milestones

The adversary is more capable and more motivated than in 2013.

7 The Gutmann Objection Revisited

Peter Gutmann’s skepticism remains valuable as a counterweight to hype. We incorporate it
not as a dismissal but as a probability distribution on timelines.

Conjecture 7.1 (Gutmann’s Thesis—Restated). The engineering requirements for CRQC are
so severe that practical timelines may exceed all current estimates:

� Current QC: ∼ 103 noisy physical qubits
� Required for RSA-2048: ∼ 106 error-corrected logical qubits
� Error correction overhead: 103–104 physical per logical
� “20 years away” predictions have persisted for 30+ years

Proposition 7.2 (Gutmann’s Updated Domain of Validity). Following the Willow below-
threshold result, Gutmann’s objection applies to:

1. Scale challenges (growing qubit counts)
2. Integration challenges (connecting modules)
3. Economic challenges (cost per logical qubit)

But no longer to fundamental error correction feasibility.

Theorem 7.3 (Gutmann’s Validity Condition). Gutmann’s position provides security assurance
only when:

τsecrecy < inf{t : F (t) > δ} − τnow (10)

For ephemeral secrets (τsecrecy → 0), Gutmann’s skepticism is fully valid.
For immutable ledgers (τsecrecy → ∞), Gutmann provides no security guarantee.
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8 The Witten Perspective: Mathematical Uncertainty

Edward Witten’s contributions to mathematical physics illuminate the deep structure under-
lying cryptographic hardness assumptions.

Proposition 8.1 (Lattice Problems and Topological Hardness). The security of post-quantum
cryptography (ML-KEM/Kyber, ML-DSA/Dilithium) rests on lattice problems (LWE, SVP)
whose hardness is conjectured but unproven.

In Witten’s framework, hard problems often exhibit deep connections to topological invari-
ants. The Freedman-Kitaev-Wang theorem established that certain topological invariant compu-
tations are BQP-complete.

If lattice problems have similar topological structure, they may be quantum-hard. But this
connection is unestablished.

Theorem 8.2 (Mathematical Residual Risk). Even with perfect engineering and infinite CRQC
timelines, post-quantum cryptography carries mathematical risk:

1. No proof that lattice problems are hard for quantum computers
2. No proof that lattice problems are hard for classical computers
3. The history of cryptography is a history of unexpected breaks

Corollary 8.3 (The Witten Caution). In Witten’s idiom: deep mathematics often shelters
deeper surprises. We build cryptographic systems on foundations whose bedrock we cannot
verify. Mathematical uncertainty is irreducible and independent of engineering progress.

9 The Hellman Imperative: Ethics of Action Under Uncer-
tainty

Martin Hellman, co-inventor of public-key cryptography, has articulated the ethical framework
for action under cryptographic uncertainty.

Axiom 9.1 (Hellman’s Responsibility Principle). 1. Waiting for certainty is itself a decision—
often the wrong one

2. The cost of preparation is bounded; the cost of failure may be unbounded
3. Cryptographers bear responsibility for foreseeable but uncertain threats

Theorem 9.2 (Hellman’s Legitimacy Criterion). Action to prevent catastrophic but uncertain
harm is ethically legitimate when:

Pr[harm]×Magnitude(harm) > Cost(prevention) (11)

For HNDL against persistent systems:

Magnitude(harm) = Total historical exposure (12)

Cost(prevention) = Post-quantum migration effort (13)

Given AI-compressed timelines and industry consensus, Pr[harm] is no longer negligible.
The inequality holds decisively.

Corollary 9.3 (The Ethical Mandate). Under Hellman’s framework, failing to migrate to post-
quantum cryptography for persistent systems constitutes negligent risk acceptance, not pru-
dent skepticism.
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10 Decision-Theoretic Analysis

10.1 The Asymmetric Payoff Matrix

Let θ ∈ {0, 1} indicate whether CRQC is realized within the planning horizon, and a ∈
{prepare,wait} denote our action.

θ = 0 (No CRQC) θ = 1 (CRQC arrives)

a = wait 0 −L (catastrophic)
a = prepare −c (migration cost) 0

Theorem 10.1 (Preparation Dominance). For L ≫ c and any prior π = Pr[θ = 1] > c/L,
preparation is decision-theoretically dominant.

Proof. E[U | wait] = −πL. E[U | prepare] = −c. Preparation dominates iff π > c/L.
For financial systems with L/c ∼ 106, any π > 10−6 justifies preparation. The quantum

optimist consensus places π ≫ 10−6.

10.2 Compound Risk Assessment

For globally broadcast, immutable systems (blockchains):

Pr[adversary has ciphertext] ≈ 1 (Snowden) (14)

Pr[CRQC in horizon | AI] = substantial (Optimist consensus) (15)

Pr[value persists] ≈ 1 (Immutability) (16)

The compound HNDL probability exceeds any reasonable threshold c/L.

11 Implications for Distributed Ledger Systems

Blockchain systems present the worst-case scenario for HNDL:

1. Immutability: τsecrecy = ∞ by design
2. Public broadcast: Pr[adversary has data] = 1
3. Financial value: Non-decaying utility
4. Key exposure: Signing transactions exposes public keys

Theorem 11.1 (Blockchain HNDL/HNFL Vulnerability). For any blockchain using classical
cryptography (ECDSA, Ed25519):

Pr[retroactive compromise | CRQC ∧ exposed pubkey] ≈ 1 (17)

Every address that has signed a transaction is vulnerable to key recovery and fund theft.

12 Recommended Cryptographic Architecture

12.1 Hybrid Classical-Postquantum Construction

Definition 12.1 (Defense in Depth). Security requires breaking both classical and post-quantum
components:

Security = Sec(Classical) ∨ Sec(Post-Quantum) (18)

Concrete instantiation (Q-NarwhalKnight):
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� Symmetric: XChaCha20-Poly1305 (256-bit)
� KEM: ML-KEM-1024 (Kyber, lattice-based)
� Signatures: ML-DSA-87 (Dilithium5, lattice-based)
� Hash: BLAKE3 / SHA-3 (quantum-resistant)
� Key derivation: HKDF-SHA3-256

12.2 Acknowledging Residual Risk

Per Shannon: this is not perfect secrecy. It remains vulnerable to sufficiently advanced future
capability.

Per Witten: the mathematical foundations are unproven. Novel algorithms could emerge.
Per Hellman: despite uncertainty, this is the responsible action.

13 Conclusion: The Inflection Point is Now

Theorem 13.1 (Final Synthesis). The convergence of:

1. Hardware progress: Willow below-threshold error correction
2. Industry consensus: Late 2020s to early 2030s timelines
3. AI acceleration: Demonstrated 100–1000× speedups in adjacent domains
4. Adversarial capability: Documented harvesting programs
5. Mathematical certainty: Computational security is a bet against time

produces a singular conclusion: the window for cryptographic migration is measured in
years, not decades.

Shannon showed us the ceiling we cannot breach.
Deutsch showed us the machine that will reach it.
Kaku told us when it’s coming.
Snowden showed us the adversary is waiting.
Hellman demands we act.

The harvest began years ago.
The clock is running.
Migrate now.
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