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1 Executive Summary

Q-NarwhalKnight implements a Directed Acyclic Graph (DAG)
based consensus using the DAGKnight algorithm with Narwhal
mempool for high-throughput transaction ordering.

Decentralization Verdict: The system exhibits strong decentraliza-
tion properties with some caveats that require mainnet-stage harden-
ing.

2 Architecture Overview

llbp2p P2P La,yer Gossipsub + Kademlia

Narwhal Mempool Reliable Broadcast

DAGKnight Consensus Zero-Message BFT

RocksDB Storage Persistent State
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3 Why Is It Decentralized?

3.1 1. No Central Block Producer

Unlike traditional blockchains with leader election (Solana, Cosmos),
DAGKnight allows any node to propose blocks simultaneously:

Il pub async fn create_vertex(&self) -> Result<Vertex> {
2 // No leader election required
// Any validator can create vertices

1 let vertex = Vertex {
round: self.current_round,
q source: self.validator_id, // Self-identified

parents: self.get_strong_parents().await?,
transactions: self.pending_txs.drain(..).collect(),
¢ timestamp: SystemTime::now(),
1( g

11 Ok (vertex)

Listing 1: vertex_creator.rs - Any node can create blocks

Key Point: There is no “leader” or “proposer” role that creates
single points of failure.

3.2 2. DAG Structure = Parallel Consensus
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Multiple validators produce blocks in parallel. The DAG structure
naturally handles concurrent proposals without requiring a single or-
dering authority.

3.3 3. P2P Network (libp2p)
The networking layer uses libp2p with:

e Gossipsub: Decentralized message propagation

e Kademlia DHT: Peer discovery without central servers
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e Identify Protocol: Automatic capability negotiation

// No central server - pure P2P

let gossipsub = Gossipsub::new(
MessageAuthenticity::Signed (keypair.clone()),
gossipsub_config

)7;

// Topics for decentralized communication

4 let block_topic = Topic::new("/qnk/blocks");

let height_topic = Topic::new("/qnk/peer-heights");
let sync_topic = Topic::new("/qnk/turbo-sync");

Listing 2: unified_network_manager.rs

3.4 4. Byzantine Fault Tolerance
DAGKnight consensus tolerates up to f Byzantine (malicious) nodes
where:

n>3f+1

With 4 validators, the system can tolerate 1 malicious node. The
commit_logic.rs implements this:

const BFT_THRESHOLD: f64 = 2.0 / 3.0;

fn is_committed (&self, vertex: &Vertex) -> bool {
let support = self.count_supporting_vertices(vertex);
let total = self.active_validators();
(support as f64 / total as £f64) > BFT_THRESHOLD

Listing 3: commit_logic.rs - BFT threshold

3.5 5. No Trusted Setup

Unlike many ZK systems, Q-NarwhalKnight does not require a trusted
setup ceremony:

e Ed25519/Dilithium signatures: Standard cryptography
e VDF anchor election: Deterministic, verifiable

e Merkle proofs: Trustless verification
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4 Decentralization Concerns

4.1 Current Limitations

1. Bootstrap Dependency: New nodes need bootstrap peers (hard-
coded):

| const BOOTSTRAP_PEER: &str =
2 "12D3KooWQbKp6RYgZpC3dUCYou...";

Mitigation: DHT peer discovery reduces reliance over time.

2. Validator Set: Currently small (4 validators in testnet). Miti-
gation: Permissionless validator joining planned.

3. Genesis Block: Single origin point. Assessment: Standard for

all blockchains.

5 Code Architecture Diagram
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6 Consensus Flow

1. Transaction Submitted

|

2. Narwhal Mempool

|

3. Vertex Created (DAG)

|

4. Gossipsub Broadcast

|

5. Peer Validation

|

6. DAGKnight Commit

7 Expert Assessment

7.1 Would Code Wizards Say It’s Decentralized?

Yes, with qualifications:

1. Protocol Level: Fully decentralized

e No leader election
e Parallel block production

e BFT consensus
2. Network Level: Decentralized
e libp2p with DHT

e Gossipsub propagation

e No central relays
3. Operational Level: Partially centralized (testnet)

e Bootstrap nodes are known
e Small validator set

e Single genesis source
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7.2 Comparison with Other Systems

System Leader? | BFT | DAG
Bitcoin PoW No No
Ethereum PoS Yes No
Solana, Leader Yes No
Q-NarwhalKnight None Yes Yes
Avalanche Sampled | Yes | DAG

8 Conclusion

Q-NarwhalKnight’s DAGKnight implementation provides strong de-
centralization guarantees at the protocol level:

e No single point of failure

e Parallel block production

Byzantine fault tolerant

Trustless P2P networking

The remaining centralization vectors (bootstrap nodes, small val-
idator set) are operational constraints of the testnet phase, not
fundamental protocol limitations.
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